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PHODs/CHODs

East Central Railway, Hajipur,
CAO/Con/N & CAO/Con/S,
CAO/WP & CAO/ (DLF & GELF)
DRMs, DNR, DDU, DHN, SPJ & SEE
East Central Railway

Sub.: Implementation of IR SOC over Indian Railways.
Ref.: Rly BD letter no. No. 2022/RBCC/7/7/SOC dtd. 06.03.2026.

Please find enclosed Rly Bd dated 06.03.2026 wherein Indian Railways
Security Operations Centre (IR-SOC) project is being implemented to strengthen
the cyber security posture of Indian Railways. Under this project, a Central SOC
and Sub SOCs are being established at Railway Board and Railway units. CRIS is
the executing agency of this project.

In this connection, the cyber security solutions need to be installed and
configured at endpoints, including network devices of each Sub-SOC. This will
ensure endpoint protection (Antivirus), log collection, real-time monitoring, asset
discovery, incident detection, vulnerability management and patch management
etc. Details of cyber security solutions are enclosed as Annexure.

In addition, link for installation of cyber security solutions will be available
on HRMS, along with instructions for downloading.

In view of the above, it is requested that necessary instructions may be

" issued to concerned officials to facilitate the timely implementation of project by
27.03.2026.

DA: As above. ,

e .
. g 1
W @( 0'5‘ (Rajesh Kumar Kushwaha)
|6 Dy. Chief Information & Security Officer

East Central Railway, Hajipur

Copy to : CISO/ECR for kind information please.
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ST TIHR Government of India
Yo ST Ministry of Railways

Qe M%) (Railway Board)

Dt. As signed
No. 2022/RBCC/7/7/SOC

The General Managers/Director Generals
All Indian Railways, Production Units, RDSO and CTIs

Sub: Implementation of IR SOC over Indian Railways.

The Indian Railways Security Operations Centre (IR-SOC) project is being imP??‘gg‘gisg ~
strengthen the cyber security posture of Indian Railways. Un.der this pEgject, a (;enifd -
Sub SOCs are being established at Railway Board and Railway units. CRIS is the executing

agency of this project.

Lo

endpoints, including network devices of each Sub-SOC. This will ensure endpoint protec.'ulon
(Antivirus), log collection, real-time monitoring, asset discovery, incident detection, vulnerability
management and patch management etc. Details of cyber security solutions are enclosed as ..
Annexure, Installation of software solutions will require integration with the existing Network
infra, Security Devices and Servers at the respective Zone/PLYCTI etc. The schedule for
installation activity at all Sub SOC locations will be conveyed to respective CISOs.
Representative of the M/s Bharti Airtel are being deputed at all Sub SOC locations for installation
of above software.

2. In this connection, the cyber security solutions need to be installed and configured at

3. In addition, link for installation of cyber security solutions will be available 6n HRMS, along
with instructions for downloading.

4. In view of the above, it is requested that necessary instructions may be issued to concerned
officials to facilitate the timely implementation of project by 27.03.2026.

This has the approval of competent authority. Digitally signed by

Bharat Bhushan Harit

DA: As above. Date: 06-03-2026
22894k ME(C&IS)
EaT Y dircis@rb.railnet.gov.in

Copy to:

1. ED/TD, Railway Board LRV VA A

2. PCCMs, PCSTEs - All ZRs, for information and necessary action please

3. CISOs - ZRs, PUs, CTIs, and RDSO ‘

4. DRMs - All Divisions, IR

5. MD/CRIS, CMD/RCIL, CAO/Systems/NR



Annexure

o g
Name of Solution Purpos
Se

Log Collector

Support needed from Sub-SOCs

) i
Collects  logs  from multiple| Inventory of  Devices and theif

: Is\?urces'v.'ltlnn the network. credentials for SIEM integration
onnah.zcs and filters log data before| . * L3 Switch
forwarding. *  Firewall
) Enabl.e real-time monitoring, incident *  Servers
. detection and forensic analysis * Other Critical network and
. .
> e - ' security devices
ecurity ] Dlstnbutgs EDR/AV Signature updates| o Required permission  for all
and security patches to endpoints, Resources for software roll-out on all
* Reduces bandwidth consumption by| end points.
prevcnhqg ‘ cach  endpoint  from| e Availability of Users/Access 10
communicating directly with the central endpoints for Roll-out of Software
server.

o Acts as a local distribution point for
endpoints within a network segment,

2 ITSM for Asset * Supports asset discovery  and| e Required permission for  all
Discovery, Inventory inventory management. Resources for sofiware roll-out on all
and Patch ¢ Helps in software deployment and patch|  end points.

Management management. o Availability of Users /Access to
endpoints for Roll-out of Sofiware

3 Vulnerability e Automated vulnerability scanning. ¢ Inventory of Network and Security
‘Management o Identification of outdated| ~ Devices

software and misconfigurations. ¢ Inventory of Servers

¢ Risk-based prioritization of
vulnerabilities.




