Configuring Railnet VPN in PC windows 7 & 8

1. Steps:

1 - Open the "Network and Sharing Center". This can be found in the Control Panel under "Network and
Internet".
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Cale ) @ » Control Panel » v Search Control Panel

Adjust your computer's settings View by: Category ¥

User Accounts and Family Safety
& Add or remove user accounts
& Set up parental controls for any user

System and Security
Review your computer's status
Back up your computer % 3
Find and fix problems
Network and Internet /
“ [Vlew network status and tasks |
‘-l Choose homegroup and sharing options

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

, / Hardware and Sound

Administrator A Clock, Language, and Region

View devices and printers
Change keyboards or other input methods

Add a device
Documents Connect to a projector
Adjust commonly used mobility settings

Ease of Access
Let Windows suggest settings
Optimize visual display

e § &

Pictures

Music

‘s\‘j Programs

Uninstall a program

Computer

Control Panel

Devices and Printers

Default Programs

Administrative Tools »

Help and Support

Shutdown || > |
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2 - Select "Set up a new connection or network".

@ . L « Network and Internet » Network and Sharing Center <

Control Panel Home . . . . . ®
View your basic network information and set up connections
Ch: dapter setti f = See full map
ange adapter settings L — 0
Change advanced sharin:
setting: S g SALIMDJATILI3F9 Network Internet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Public network Connections: § Local Area Connection
Change your networking settings
\‘[ﬁ- Sat U 3 néw Connaction oF network |
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
's, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Seealso Troubleshoot problems
HomeGroup Diagnose and repair network problems, or get troubleshooting information.
Internet Options
Windows Firewall




3 - Select the connection type: "Connect to a workplace".

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

L Set up a new network
<a,, Configure a new router or access point.

> ‘ /*1 |

Set up a dial-up onVPN connectionto your workplace,

Set up a dial-up connection
a® Connect to the Internet using a dial-up connection.
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[ Net J|[ Concel |

4- If other connections are already configured, select "Create a new connection".
If there was no connection previously configured, skip this step.
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Do you want to use a connection that you already have?

*1
I@ No, create a new connection l‘/

© Yes, I'll choose an existing connection

PN Remote Access Test Connection|
WAN Miniport (L2TP) 'l

2 r'

=

[ Next ][Cancel]




5 - Select “Use my Internet Connection (VPN)”.

e — . - L] )
iz Connectto 2 Workplace ———— -
T A

How do you want to connect? /

2 Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ B

< Dial directly
Connect directly to a phone number without going through the Internet.

N e

What is 3 VPN connection?

6 - During this step you will need to:

- Specify the public IP address provided by VPN administrator .
(122.252.241.166)

- Give a meaningful name to your new VPN connection.
( Railnet VPN)

- Do not connect to the VPN immediately, as you will have to make a few modifications to the VPN
connection, as described in the next steps.

e — - i ==k
- - -
Connect to a Wo lac’ - —— -
i rkp -

Type the Internet address to connect to *

Your network administrator can give you this address.

Internet address: | _| 122.252.241.166 j

‘4 .2
Destination name: [ Railnet VPN ]
y
Use a smart card
@‘ Allow other people to use this connection fl

This option allows anyone with access to this computer to use this connection.

I Don't connect now; just set it up so I can connect later I‘_—— *3

"4 — U
Next Cancel




7 - Specify the username and password that were given to you by your VPN administrator. Click
on "Create" once you have filled out the form.

. : .Qi&h ]
Gome e

Type your user name and password

/ "1
User name: I,MI 2
Password: _

Show characters *3

| [V] Remember this password I‘

Domain (optional):

*4

i |
Ul
| Create || [ Cancel |
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8- Close the window.
) — -
The connection is ready to use
\
< Connect now
|
i
\ I '
| Close |




9- Go back to the "Network and Sharing Center" to modify your new VPN connection’s settings
"Change adapter settings" to the left.

@ - LY « Network andIntemet » Network and Sharing Center v Search Control Panel £

Control Panel Home . . . . i
View your basic network information and set up connections

A = o Seefull map
- ™

Change advanced shari

settings SALIMDJATIL3F9 Internet

(This computer)
View your active networks Connect or disconnect

Network Access type: Internet
Public network Connections: § Local Area Connection

Change your networking settings

‘E. Set up a new connection or network
-

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.

Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.

See also Troubleshoot problems

HomeGroup Diagnose and repair network p
Internet Options

bl blech.

, or get

Windows Firewall

<« Net...

Organize v » e

™SS5 Disabled
@7 Cisco Systems VPN Adapter for6...

.: VPN1
s> Disconnected
& WAN Miniport (L2TP)
Railnet VPN

Status
Set as Default Connection
Create Copy

Create Shortcut
@ Delete
# Rename

1% Properties

. Click on



11- In the "Options" tab, uncheck (untick the Windows Domain box:)

Prompt for name and password, certficate, etc.

[ £ Include Wndowslogondomahlv\

*2
Redialing options
Redial attempts: 3 :
Time b redial 1 minute -
Idle time before hanging up: never v
Idle threshold: N

[¥] Redial  line is dropped

12- On the "Security" tab, select the following options :
- VPN Type: Layer 2 Tunnelling Protocol with IPsec (L2TP/IPSec)

- Data Encryption: Optional encryption (connect even if no encryption)

- Authentication Method: MS-CHAP-v2

- | Railnet VPN Properties

| General | Options||| Securty | |Networking | Sharing |

Type of VPN:
|| Layer 2 Tunneling Protocol with IPsec (L2TP/1Psec) v

Advanced settings
| Optional encryption {connect even if no encryption) I W |

Authentication : :

() Use Extensible Authentication Protocol (EAP)

A~

(@) Allow these protocals

[[] Unenerypted password (PAP)
[ Challenge Handshake Authertication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[[] Automatically use my Windows logon name and
password {and domain, i any)

==



13 - Staying on the "Security" tab, change the VPN Advanced Settings by selecting the "Pre-shared key"
option.

You will need the shared key ("Pre-shared key") that was given to you by Railnet VPN
administrator. Pre-shared key- 123456

Type of VPN: Pl |
(Layer 2 Tunneling Protocol with IPsec (L2TP/IPSec) [ -]

Data encryption:
Authentication
© Use Extensible Authentication Protocol (EAP)

©) Allow these protocols -
heys || 123456 I
) Use cer aul

[7] Unencrypted password (PAP) Verify the Name and Usage attributes of the server’s certificate
[] Challenge Handshake Authentication Protocol
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name|
password (and domain, if any)

*4
O
S~

14 - On the "Networking" tab, select the following options :
- Internet Protocol Version 4(TCP/IPV4)

Click Properties

g Railnet VPN Properties

| General I Options I Securty | Networking | Sharingl

This connection uses the following items: w 1 2
i |ntemet Protocol Version & (TCP/IPvE I's

& Client for Microsoft Networks

'@'Install... By Uninstall | Properties |
Description N 3
Transmission Control Protocol/Intemet Protocol. The defautt

wide area network protocol that provides communication
across diverse interconnected networks.

8 —» ok | || Ccancel




= Railnet VPN Properties g ~

Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get |P settings assigned automatically i your netwarl
supports this capability. Otherwize, you need to ask your network
administrator for the appropriate |P settings.

(®) Cbtain an IP address automatically

() Use the following IP address:

IF address:

(®) Cbtain DNS server address automatically

() Use the following DN5 server addresses:
Frefenred DMS server

Alemate DWNS server:

Advanced...

13
4

7 Cancel

Uncheck (untick) use default gateway on remote network
Advanced TCP/IP Settings
IP Settings | DNS | WINS

This checkbox only applies when you are connected to a local
netwark and a dialup netwark simutaneously. When checked, data
that cannot be sent on the local network is forwarded to the dial-up
netwark.

.5

[ ] Use default gateway on remote network

[] Disable class bazed route addition

Automatic metric

Interface metric:

0K Cancel

You have completed the configuration of your new VPN L2TP/IPSec connection on your Windows
machine.



2. Connecting to the VPN.

1- From the “Network and Sharing Center", click on "Connect to a network" and select your connection,
then click on "Connect".

Search Control Panel

=‘= » Control Panel » Network and Internet »| Network and Sharing Center -

A Jo 0 See full map

Control Panel Home

Change adapter settings SALIMDJATIL3F9 Network Intemet
Change advanced sharing (This computer)
settings View your active networks Connect or disconnect
L' Network Accesstype:  Intemet
Work network Connections: § Local Area Connection

Change your networking settings Currently connected to: 4

fiGk Set up a new connection or network l;' P—
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or acces§ | Internet access

\g - Dial-up and VPN “

"1

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection. o
Railnet VPN 4
Seealso Choose homegroup and sharing options h;
Honao Access files and printers located on other network computers, or change sharing settings. h
Internet Options [S] Troubleshoot problems /
Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

*3

Open Network and Sharing Center

2- Enter the username and password that were given to you by Railnet VPN administrator

and click on “Connect”.

r — D]
&« Connect Railnet VPN g

. IUsername: vpnuser1 ] *9

‘/ |

Password: YT YT Y Y Y

Save this user name and password for the following users: 0
© Me only

@ ) Anyone who uses this computer
» -

A3 '
@ Connect | [ Cancel | [ Propetties | [ Hep |

— — — ——

The VPN connection should be established.



@Q ¥ » Control Panel » Network and Internet »| Network and Sharing Center _ Search Control Panel pel

-

View your active networks Connect or disconnect
Control Panel Home

! Network Internet

-

Sy Work network Connections: § Local Area Connection

Access type:
Change adapter settings P

Change advanced sharing
settings

S VPN-Connection-RemoteAccess-IPS...  Access type: No network access /

Public network Connections: |§ VPN-Connection-RemoteAccess

. . Railnet VPN
Change your networking settings
%. Set up a new connection or network |,General | eral | M e
< 2 . 2
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or Property T
‘s, Connect to a network szce ?ame WAN Miniport (L2TP)
. . . vice Type vpn
Connect or reconnect to a wireless, wired, dial-up, or VPN network co| Authientication MS CHAP V2
Encryption IPsec: ESP 3DES
Choose homegroup and sharing options
Compression (none)
HomeGroup Access files and printers located on other network computers, or charj PPP multiink framing Off
i Client IPv4 address 10.10.10.100
Internet Options [ Troubleshoot problems Server IPv4address  70.38.12.237
Windows Firewall Diagnose and repair network problems, or get troubleshooting inforngj| NAP State Not NAP-capable
Network Adapter Used  Local Area Connection
Origin address 10.211.55.4
Destination address 70.38.12.237

2. Disconnect from the VPN

1- From the “Network and Sharing Center”, click on "Connect or disconnect", select your connection and
click on "Disconnect".

8% » Control Panel » Network and Internet »

View your active networks

Connect or disconnect
[ :b Network Access type: Internet \
&,

Work network Connections: § Local Area Connection b |

Control Panel Home

Change adapter settings

Change advanced sharing
settings

S VPN-Connection-RemoteAccess-IPS...  Access type: No network access

Public network Connections: § VPN-Connection-RemoteAccess

Change your networking settings
Currently connected to:
ik Set up a new connection or network
<

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or accel I}) m:::r::tr:c(ess

hs. Connect to a network J=¢ | Railnet VPN

5 g . g No nework access
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection. *D

\ Dial-up and VPN &
. @@ Choose homegroup and sharing options A

o Access files and printers located on other network computers, or change sharing settings. q Railnet VPN Connected | /]

Internet Options

Disconnect

Troubleshoot problems

Windows Firewall Diagnose and repair network p , or get

9 i VPN1

Open Network and Sharing Center




3. If you experience problems with Railnet VPN connection
a- Make sure your computer is connected to the internet.
b- Make sure that you followed the connection instructions (described above), double-check as required.

c- Make sure that the connection credentials you are using are valid and are those that Railnet VPN
administrator gave you (IP address, username, password, shared key).



